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In the Claims : 

This listing of claims replaces all prior versions and 
listing of claims in the application. 

1, (Currently Amended) A cryptographic device 
comprising : 

a cryptographic module and a communications module 
removably coupled thereto; 

said cryptographic module comprising 
a first housing, 

a user Local Area Network (LAN) interface carried 
by said first housing, h o u a i n g---aBd— e-omp rising a 

plurality &£ diff erent con n ectors for coupling the 

crypt og r aphie-modulc to differcatr- net wo r 3c device sv — and 

a cryptographic processor carried by said first 
housing and coupled to said user LAN inter face;- 
interface, and 

a tamper circuit for disabling said cryptographic 
processor based upon tampering with said first ho using; 
said communications module comprising 

a second housing, and 

a network wireless LAN interface carried by said 
second housing, coupled to said cryptographic processor 
and switchable between wireless LAN modes. 



2. (Original) The cryptographic device of Claim 1 
wherein said network wireless LAN interface circuit is switchable 
to one of an access point (AP) mode, an infrastructure mode, and 
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an ad-hoc mode. 

3. (Original) The cryptographic device of Claim 1 
wherein said cryptographic module further comprises a first 
connector carried by said first housing and coupled to said 
cryptographic processor; wherein said communications -module 
further comprises a second connector carried by said second 
housing and connected to said network wireless LAN interface, 
said second connector being removably mateable with said first 
connector of said cryptographic module. 

4. (Original) The cryptographic device of Claim 1 
wherein said user LAN interface comprises an Ethernet interface, 

5. (Original) The cryptographic device of Claim 1 
further comprising a power circuit carried by said first housing 
and powering said cryptographic processor, said user LAN 
interface, and said network LAN interface. 

6. (Original) The cryptographic device of Claim 1 
wherein said cryptographic processor implements an encryption 
algorithm to provide a predetermined security level* 

7. (Original) The cryptographic device of Claim 1 
wherein said cryptographic processor comprises: 

a host network processor coupled to said user LAN 
interface; and 

a cryptography circuit coupled to said host network 

3 



In re Patent Application of: 
DELLMO ET AL . 
Serial No. 10/806,668 
Filed: March 23 , 2004 

/ 

processor . 

8. (Original) The cryptographic device of Claim 7 
wherein said cryptographic processor further comprises: 

an encrypted data buffer circuit coupled between said 
user LAN interface and said cryptography circuit; and 

an unencrypted data buffer circuit coupled between said 
cryptography circuit and said network LAN interface. 

9 . (Cancelled) . 

10. (Currently Amended) The cryptographic device of 

g j ^iffl - 9 - Claim 1 wherein said tamper circuit comprises at least 

one conductor substantially surrounding said cryptographic 
processor, and wherein said cryptographic processor is disabled 
based upon a break in said at least one conductor. 

11. (Currently Amended) A cryptographic device 
comprising : 

a cryptographic module and a communications module 
removably coupled thereto; 

said cryptographic module comprising 
a first housing, 

a user Local Area Network (LAN) interface carried 

by said first housing, feed ing and com p rising - a— 

p-lurality of diffe rent eo - nncctors for nee-upling the 

eryp to graphic mo dule to different network devices, — a-R-d 

a cryptographic processor carried by said first 
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housing and coupled to said user LAN -i nterface; 

interface, and 

a tamper circuit f or disabling said crypto graphic 

processor based upon tampering with said first housing; 

said communications module comprising a second housing 
and a network wireless LAN interface carried by said second 
housing; 

said communications module comprising a predetermined 
one from among a plurality of interchangeable communications 
modules, and said network wireless LAN interfaces of said 
plurality of interchangeable communications modules each 
operating using a different wireless LAN mode. 

12. (Original) The cryptographic device of Claim 11 
wherein the different wireless LAN modes comprise an access point 
(AP) mode, an infrastructure mode, and an ad-hoc mode, 

13. (Original) The cryptographic device of Claim 11 
wherein said cryptographic module further comprises a first 
connector carried by said first housing and coupled to said 
cryptographic processor; wherein said communications module 
further comprises a second connector carried by said second 
housing and connected to said network wireless LAN interface, 
said second connector being removably mateable with said first 
connector of said cryptographic module. 



14* (Original) The cryptographic device of Claim 11 
wherein said user LAN interface comprises an Ethernet interface. 
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15. (Original) The cryptographic device of Claim 11 
further comprising a power circuit carried by said first housing 
and powering said cryptographic processor, said user LAN 
interface, and said network LAN interface. 

16. (Original) The cryptographic device of Claim 11 
wherein said cryptographic processor implements an encryption 
algorithm to provide a predetermined security level. 

17. (Original) The cryptographic device of Claim 11 
wherein said cryptographic processor comprises: 

a host network processor coupled to said user LAN 
interface; and 

a cryptography circuit coupled to said host network 

processor. 

18. (Original) The cryptographic device of Claim 17 
wherein said cryptographic processor further comprises: 

an encrypted data buffer circuit coupled between said 
user LAN interface and said cryptography circuit; and 

an unencrypted data buffer circuit coupled between said 
cryptography circuit and said network LAN interface, 

19. (Cancelled) , 

20. {Currently Amended) The cryptographic device of 
Claim 19 Claim 11 wherein said tamper circuit comprises at least 
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one conductor substantially surrounding said cryptographic 
processor, and wherein said cryptographic processor is disabled 
based upon a break in said at least one conductor, 

21* (Currently Amended) A communications method 
comprising: 

coupling a cryptographic module to a Local Area Network 
(LAN) device, the cryptographic module comprising a first 
housing, a user LAN interface carried by the first housing and- 
^^^j . ^^^^ ^l urality of dif f - er - en% - eonncctorG for c o upling t -- h e- 

cryptographic processor carried by the first housing and coupled 
to the user LAN interface; interface, and a tamper circuit for 
disablin g the cryptogr aphi c processor based upon tampering with 
the first housing; 

providing a communications module comprising a second 
housing and a network wireless LAN interface carried by the 
second housing and removably coupled to the cryptographic module; 
and 

switching the network wireless LAN interface between 
wireless LAN modes, and using the network wireless LAN to 
communicate with a wireless LAN . 

22. (Original) The method of Claim 21 wherein 
switching comprises switching the network wireless LAN interface 
circuit to one of an access point (AP) mode, an infrastructure 
mode, and an ad-hoc mode. 
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23. (Original) The method of Claim 21 wherein the 
cryptographic module further comprises a first connector carried 
by the first housing and coupled to the cryptographic processor; 
wherein the communications module further comprises a second 
connector carried by the second housing and connected to the 
network wireless LAN interface; and wherein removably coupling 
comprises removably mating the second connector to the first 
connector, 

24. (Original) The method of Claim 21 wherein the user 
LAN interface comprises an Ethernet interface. 

25* (Currently Amended) A communications method 
comprising: 

coupling a cryptographic module to a Local Area Network 
(LAN) device, the cryptographic module comprising a first 
housing, a user Local Area Network (LAN) interface carried by the 
first housing comprisi n g a plurality of differe n t conncctoro for 

ee - H - p - l-i - ng the cryptographic module to dif f cr -e- Bt network devices , 

and a cryptographic processor carried by the first housing and 
coupled to the user LAN interface; interfac e, a nd a tamper 
circuit for disabling the cryptographic processor based upon 
tampe ring with the first housing; 

coupling the user LAN interface to a LAN device; 

removably coupling one of a plurality of communications 
modules to the cryptographic module, the communications module 
comprising a second housing and a network wireless LAN interface 
carried by the second housing, and the network wireless LAN 
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interfaces of the plurality of interchangeable communications 
modules each operating in a different wireless LAN mode; and 

using the removably coupled communications module to 
communicate with a LAN. 

26. {Original) The method of Claim 25 wherein the 
different wireless LAN modes comprise an access point (AP) mode, 
an infrastructure mode, and an ad-hoc mode. 

27. (Original) The method of Claim 25 wherein the 
cryptographic module further comprises a first connector carried 
by the first housing and coupled to the cryptographic processor; 
wherein the communications module further comprises a second 
connector carried by the second housing and connected to the 
network wireless LAN interface; and wherein removably connecting 
comprises removably mating the second connector with the first 
connector of the cryptographic module. 

28* (Original) The method of Claim 25 wherein the user 
LAN interface comprises an Ethernet interface. 

29. (Currently Amended) A communications system 
comprising : 

a plurality of Local Area Network (LAN) devices coupled 
together to define a wireless LAN, and a cryptographic device 
coupled to at least one of said LAN devices; 

said cryptographic device comprising a cryptographic 
module coupled to said at least one LAN device, and a 
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communications module removably coupled to said cryptographic 
module; 

said cryptographic module comprising 
a first housing, 

a user LAN interface carried by said first 
housing, ho-usi-ng and comprising a plural4 r fey - ^ - f — 
d ifferent connectors for coupling the cryptographic 
me ete r l-e - t - e — d ' i - f -^e rent network ^ . e - viees 7 — a^d 

a cryptographic processor carried by said first 
housing and coupled to said user LAN interface- 
interf ace, and 

a tamper circuit for disabling said cryptog r aphic 
processor based upon tampering with said first housing; 
said communications module comprising 

a second housing, and 

a network wireless LAN interface carried by said 
second housing, coupled to said cryptographic processor 
and switchable between wireless LAN modes. 

30. (Original) The communications system of Claim 29 
wherein said network wireless LAN interface circuit is switchable 
to one of an access point (AP) mode, an infrastructure mode, and 
an ad-hoc mode. 

31- (Original) The communications system of Claim 29 
wherein said cryptographic module further comprises a first 
connector carried by said first housing and coupled to said 
cryptographic processor; wherein said communications module 
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further comprises a second connector carried by said second 
housing and connected to said network wireless LAN interface, 
said second connector being removably mateable with said first 
connector of said cryptographic module. 

32. (Original) The communications system of Claim 29 
wherein said user LAN interface comprises an Ethernet interface. 

33. (Original) The communications system of Claim 29 
further comprising a power circuit carried by said first housing 
and powering said cryptographic processor, said user LAN 
interface, and said network LAN interface. 

34. (Original) The communications system of Claim 29 
wherein said cryptographic processor implements an encryption 
algorithm to provide a predetermined security level. 

35. (Original) The communications system of Claim 29 
wherein said cryptographic processor comprises: 

a host network processor coupled to said user LAN 
interface; and 

a cryptography circuit coupled to said host network 

processor . 

36. (Original) The communications system of Claim 35 
wherein said cryptographic processor further comprises: 

an encrypted data buffer circuit coupled between said 
user LAN interface and said cryptography circuit; and 
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an unencrypted data buffer circuit coupled between said 
cryptography circuit and said network LAN interface. 

37, (New) The cryptographic device according to Claim 
1 wherein said user LAN comprises a plurality of different 
connectors for coupling the cryptographic module to different 
network devices. 

38. (New) The cryptographic device according to Claim 
10 wherein said user LAN comprises a plurality of different 
connectors for coupling the cryptographic module to different 
network devices. 
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